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Abstract The European Union (EU) General Data Protection Regulation (GDPR) imposes legal responsibilities concerning
the collection and processing of personal information from individuals who live in the EU. It has particular implica-
tions for the remote monitoring of cardiac implantable electronic devices (CIEDs). This report from a joint Task
Force of the European Heart Rhythm Association and the Regulatory Affairs Committee of the European Society
of Cardiology (ESC) recommends a common legal interpretation of the GDPR. Manufacturers and hospitals should
be designated as joint controllers of the data collected by remote monitoring (depending upon the system architec-
ture) and they should have a mutual contract in place that defines their respective roles; a generic template is pro-
posed. Alternatively, they may be two independent controllers. Self-employed cardiologists also are data control-
lers. Third-party providers of monitoring platforms may act as data processors. Manufacturers should always
collect and process the minimum amount of identifiable data necessary, and wherever feasible have access only to
pseudonymized data. Cybersecurity vulnerabilities have been reported concerning the security of transmission of
data between a patient’s device and the transceiver, so manufacturers should use secure communication protocols.
Patients need to be informed how their remotely monitored data will be handled and used, and their informed
consent should be sought before their device is implanted. Review of consent forms in current use revealed great
variability in length and content, and sometimes very technical language; therefore, a standard information sheet
and generic consent form are proposed. Cardiologists who care for patients with CIEDs that are remotely moni-
tored should be aware of these issues.
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Introduction

The General Data Protection Regulation (GDPR) that has been
implemented in the European Union (EU) since 2018 provides a
common legal framework in all member states. It governs how
personal information can be collected and must be managed, and it
provides a clear structure of accountability in the event that data
security becomes compromisedor if an individual has questions or
concerns or chooses no longer to share their personal data.

Technological advances have enabled increasing numbers of
patients to benefit from remote monitoring (RM) of their medical
devices, which has led to vast amounts of personal health data circu-
lating via interconnected systems. This is especially true with respect
to cardiac implantable electronic devices (CIEDs) such as implantable
cardioverter-defibrillators (ICDs), pacemakers, cardiac resynchroni-
zation therapy devices, and loop recorders, for which RM is now a
standard procedure. Individuals have the right to control who has ac-
cess to their personal data and how it is used, so patients are asked
to sign consent forms that allow manufacturers to have remote ac-
cess to their device data and sometimes also to share these data with
third parties.

In 2018, a Task Force was convened between the Regulatory
Affairs Committee of the European Society of Cardiology (ESC) and
the European Heart Rhythm Association (EHRA), to consider the re-
mote monitoring of CIEDs. Industry and Heart Rhythm Society
(HRS) representatives were part of the task force. How are data
encrypted and transmitted, where does identifiable information go,
who handles it, and with whom is it shared? Who is responsible for
the data and its processing, and how should informed consent be
obtained? Are clinicians subject to any specific liability? Are standards
applied consistently by healthcare providers and manufacturers? This
report addresses these questions and recommends standard proce-
dures that hospitals and physicians can adopt in order to meet their
obligations under the GDPR.

Remote interrogation and
monitoring of cardiac implantable
electronic devices

Remote CIED management was pioneered by Biotronik (Berlin,
Germany) which introduced its Home Monitoring® system in 2001.
All manufacturers currently propose remote device management,”
which involves the seamless transmission of data over a network
from the patient’s location via a central database to a hospital or
physician’s office. Optionally, third-party providers may process the
data for triage of alerts or centralization of transmissions from differ-
ent manufacturers on a common platform. The data include the func-
tional status of the device and device-monitored patient variables.

Remote follow-up which replaces scheduled in-office visits can be
distinguished from RM involving automatic unscheduled transmission
of pre-specified alert events such as arrhythmias or abnormal lead im-
pedance, and from patient-initiated transmissions or unscheduled
follow-ups initiated manually by the patient as a result of a real or per-
ceived clinical event. The overriding goal is to improve the prognosis
of patients through early detection of events and proactive
corrections.

International standards that are relevant for RM are reviewed in
Supplementary material online, Appendix S 1. Remote monitoring pro-
vides a platform for storing and analysing data, with a wealth of infor-
mation that can be used both for clinical management, research*™®
and for tracking the technical performance of CIEDs. Manufacturers
use data obtained by RM to guide iterative developments of their
medical devices and to increase the efficiency and reduce the costs of
clinical investigations. For example, RM data obtained from subcuta-
neous ICDs led to a new algorithm that reduced inappropriate
shocks that had been triggered by over-sensing, by 70%.” Remote
monitoring also provides data that manufacturers must collect to es-
tablish the long-term safety and performance of their devices.

The clinical benefits of RM have been reviewed elsewhere.®"°
Remote monitoring is a Class lla (level of evidence A) recommenda-
tion according to the 2013 EHRA/ESC guidelines, to provide earlier
detection of clinical problems and technical issues.”" A more recent
Heart Rhythm Society expert consensus states that RM should be of-
fered to all CIED patients as part of standard follow-up (Class I, level
of evidence A)."* A health technology assessment concluded that RM
of CIEDs is cost-effective for surveillance and control of the device.”
The TRUST trial demonstrated that RM is safe, since it was not associ-
ated with any increase in morbidity," but further research is needed
to determine the impact of RM on clinical outcomes and prognosis.
Despite these recommendations, only a minority of CIED patients in
Europe are placed on remote device management, mainly due to lack
of reimbursement.™ This implies that RM should be funded as an inte-
gral component of continuous care. The need for guidance on legal
aspects of RM has been recognized for some years."

Regulations relevant to the
remote monitoring of cardiac
implantable electronic devices in
Europe

European Union General Data
Protection Regulation

The GDPR was approved by the European Parliament and the
Council of the EU in 2016 and applied after a transition period from
25 May 2018. It replaced the EU Data Protection Directive from
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1995 which was recognized as being out of date due to technological
advances. The main objective of the GDPR is to ensure ‘the protec-
tion of natural persons with regard to the processing of personal data
and on the free movement of such data’. The purpose of collecting
and retaining data should be limited and specified, and processing of
personal data should be undertaken only with specific consent
(Article 6.4). The definition of personal data in the GDPR includes all
data pertaining to the health status of a data subject, so it encom-
passes data collected by CIEDs and transferred by RM systems.

A key principle enacted by this legislation is that individuals and
organizations collecting and retaining data should be accountable.
Specific legal responsibilities are described for the ‘data controller’,
defined as the person or body which determines the purposes and
means of processing personal data, and the ‘data processor’, defined
as the person or body which processes personal data on behalf of
the controller and in accordance with any limitations established by
the controller (Article 4). The GDPR states that there may be more
than one controller, and it reconfirms the concept of joint controllers
where two or more controllers together determine the purposes
and means of processing data. In case of joint controllers (Article 26)
orin case of a controller and a processor (Article 28) arrangements
must formally determine their respective responsibilities with regard
to compliance with the GDPR, as in case of any breach both parties
will need to justify their accountability. The GDPR does not address
data sharing between independent controllers, and in most cases,
such relationships are set out in an agreement. Significant financial
penalties can be imposed on data controllers or processors if they
fail to meet their responsibilities.

Use of personal data

Individuals are granted the right to obtain information from the data
controller about the nature and use of the data stored, and they have
the right of access to their own data. With certain exemptions (such
as when the security of the state must be protected) they have the
right to be forgotten and to have their data erased from a particular
database (Article 17). Data subjects also in general have the right to
‘data portability’ which means that they can receive their personal
data in a ‘structured, commonly used and machine-readable format’,
thereby allowing them to transmit those data to another controller
without hindrance from the controller to which the personal data
have been provided (Article 20).

In one of the preambles to the GDPR (Recital 33), it is recognized
that it is often impossible at the time that personal data are collected
to identify all the purposes for which those data will be processed for
scientific research. Thus, in such instances, subjects are allowed to
give their consent to certain areas of scientific research when this is
in keeping with recognized ethical standards.

Article 5 states that further processing of personal data for scien-
tific or statistical purposes is possible. Article 6.1.c states that proc-
essing is lawful if it is necessary for compliance with a legal obligation
to which the controller is subject. According to the European Data
Protection Board (opinion 3/2019, recitals 12 and 13),'® this may
provide a legal basis for the processing of personal data in the context
of safety reporting; in the context of an inspection by a national com-
petent authority; for the retention of clinical trial data in accordance
with archiving obligations set up by the EU Clinical Trials
Regulation;'” or for a sponsor and/or investigator to comply with

relevant national laws. According to Article 6., processing is lawful if
it is necessary for the performance of a task carried out in the public
interest.

The principles of Article 6 relate to personal data in general. With
regard to specific categories, Article 9.2.g states that health data can
be processed if necessary for reasons of substantial public interest.
Health data can also be processed for scientific or historical research
or statistical purposes, in accordance with Article 89.1 based on EU
or Member State law (Article 9.2j). So, although the processing of
personal data concerning health is in principle prohibited (Article
9.1), several exceptions are provided. Article 9.2.a allows the proc-
essing of health data on the basis of explicit consent of the person
concerned. Processing is also allowed if it is necessary for the provi-
sion of health care or treatment, or for management of health or so-
cial care systems and services, on the basis of Union or Member State
law or pursuant to contract with a health professional. Finally, health
data can also be processed for reasons of public health such as ensur-
ing ‘high standards of quality and safety of medical devices, on the ba-
sis of EU or Member State law which provides for suitable and
specific measures to safeguard the rights and freedoms of the data
subject, in particular professional secrecy’ (Article 9.2.i).

It follows from all the above that explicit consent is not always re-
quired for processing health data, such as when clinical staff review
patients’ health records or other medical data for making a diagnosis
or treatment plan. This would include outputs from RM.

Legal advice

For this review, the Task Force commissioned and obtained expert
legal advice on the specific interpretation of the requirements of the
GDPR in the context of RM of implanted electronic medical
devices."®

Any company that determines the means and purposes of col-
lecting personal data is considered to be operating as a data con-
troller (Article 29 Working Party, page 21)."® For manufacturers
which set up systems for CIEDs, ‘means’ applies not only to the
technology used to collect data but also to the selection and the
format of data required for efficient RM. The controller is respon-
sible for providing access to the personal data collected and it
should offer the possibility to delete them (Article 29 Working
Party, page 15)."®

Physicians, healthcare professionals and hospitals may have dual or
independent roles (Figure 7). Regarding RM of CIEDs of their patients,
the healthcare facility or hospital should always be considered a data
controller. Sometimes this will be together with the healthcare pro-
fessional if the healthcare professional is a self-employed physician
who works in the healthcare facility and acts as a controller; other-
wise, a hospital takes legal responsibility as controller for staff whom
it employs. The healthcare facility or hospital has to make a proper
contractual agreement with the manufacturer (Figure 1), taking into
account the specific rules that apply when transferring personal data
outside the EU."”

The legal advice recommended that the relationship between the
healthcare facility and the manufacturer for the management and pro-
tection of data generated by RM of CIEDs should be as joint data con-
trollers.'® Formal and transparent agreement on the responsibilities
and duties of each party in relation to the collection of individual data
(Article 26) should include details on how individuals can have access
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Figure | The figure illustrates the data flow in RM of CIEDs. Data are automatically transferred via a transceiver and the mobile telephone network
to secure servers that are specific for each manufacturer. Data are filtered and displayed for the hospital on manufacturer-specific webpages, and the
hospital can contact to the patient when needed (upper arrow). Legally, the data controller is defined as the person or body which determines the pur-
poses and means of processing personal data, and the data processor as the person or body which processes personal data on behalf of the controller
and in accordance with any limitations established by the controller. Both the hospital and manufacturers may use third-party providers for data man-
agement and/or analysis for specific purposes. Hospitals and manufacturers are typically considered data controllers, while third-party providers are
considered data processors (orange boxes). For all controller—controller and controller—processor relationships, a formal and transparent contract
(green boxes) describing the responsibilities and duties of each party in relation to the collection and handling of individual data must be made.
Options 14 describe the different controller—controller and controller—processor relationships. Option 3 illustrates the situation where the manu-
facturer acts as data processor to the hospital (which in that relationship is acting as data controller), but where it is also considered as data controller

when analysing data for purposes other than those set by the hospital. CIEDs, cardiac implantable electronic devices; RM, remote monitoring.
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Option 3: Manufacturer as controller and processor
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Figure 1 Continued

to their personal data or modify them or request for their deletion
(Articles 13 and 14)." The recommended relationship of a third-party
provider of telemonitoring services with a hospital or manufacturer
(as controller) is as a data processor.

Manufacturers of CIEDs are also governed by relevant provisions
of the EU Medical Device Regulation (MDR)?® as summarized in
Supplementary material online, Appendix S2. Pre-market investigation

Legal contract

()

*;

"o

Workstation

l Legal contract
Data controllers |l Data controllers

of a CIED should include clinical evaluation of the hardware and soft-
ware used for RM. The GDPR states that any software must protect
privacy by design and by default (Article 25) and that a risk analysis
concerning data protection must be conducted for each project. The
MDR requires manufacturers to conduct post-market surveillance,
which for CIEDs includes collecting and analysing the technical
performance data provided by RM of their devices. That provision
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may appear incompatible with the right given to individuals by the
GDPR to require their personal information to be removed from
a database, but no problem would arise if manufacturers stored
only anonymized or pseudonymized data (see Article 4.5 of the
GDPR). Questions requiring legal guidance have been reviewed in

. 21
more detail elsewhere.

Current status of remote
monitoring in Europe

Views of patients

The literature on patient-reported experiences of RM is scarce. In
2012 it was reported that 95% of 385 Scandinavian patients with
ICDs were ‘content’ or ‘very content’ with RM.* Benefits reported
anecdotally include having felt safer and/or better looked after be-
cause continuous monitoring gave some ‘peace of mind’, and being
able to transmit data when feeling unwell or having experienced an
event. The REMOTE-CIED study of 300 European heart failure
patients with ICDs also found very high rates of satisfaction.”®
Patients living in remote areas especially appreciated fewer follow-up
visits to the hospital or their doctor’s office. Nonetheless, 53% of
patients experienced issues such as failure to transmit data, and 19%
of the 221 patients who reported their follow-up preferences stated
that they wished to remain under review in a hospital clinic.”®

In response to a general consultation about mobile health in 2015,
46% of the 211 replies to a European Commission survey considered
that strong privacy and security tools (such as data encryption and
authentication mechanisms) are needed to build users’ trust. Half of
the respondents called for a strengthened enforcement of data pro-
tection and rules applicable to mobile health (mHealth) devices.**
Another consultation showed very strong support for members of
the public to be fully informed about how their data are used.?
Nonetheless, reports by manufacturers, third parties involved in RM,
or physicians have not reported many patients expressing concerns
with regard to data protection and cybersecurity. These topics also
seem not to come up regularly in patients’ support groups, unless
there is media coverage about possible hacking of devices.

Consent for RM is often obtained from patients after their CIED
has been implanted and before they are discharged from hospital,
when they may still be uncomfortable or even in pain and are proba-
bly focused on going home and recovering. In those circumstances,
patients may sign the consent form quickly without having read or
thoroughly understood the information provided. The optimal timing
for obtaining this consent needs more study but based upon advice
that was received from patients and agreement among the Task
Force members, it is probably before rather than after implantation.
In cases where this is not possible, such as when a device is implanted
in an acute situation, clinics should set up a routine protocol for
explaining RM and obtaining informed consent post-operatively dur-
ing a physical visit. Information needs to be provided in language and
in a format that is easy for patients to understand.

Knowledge of doctors—results of survey
In a survey conducted by EHRA in 2014, only 9% of physicians
reported being aware of legal issues related to the RM of CIEDs.*

This Task Force conducted a further on-line survey concerning
knowledge about RM of CIEDs, during 2019. We received 320
responses from cardiac electrophysiologists (47%), general cardiolo-
gists (29%), heart failure physicians (8%), and technicians, nurses, and
fellows (16%), coming from 27 ESC member countries. Low-volume
(<100 CIED implants/year), mid-volume (100-500/year), and high-
volume centres (>500/year) were represented by 24%, 49%, and
27% of replies, respectively.

In this new survey, 49% of respondents answered that they were
aware of the GDPR, without necessarily knowing its implications
with respect to RM of CIEDs. According to the specific definitions in
the GDPR, the majority (58%) identified themselves as data ‘control-
lers’, while 42% identified themselves as ‘processors’. About half of
the respondents (44%) considered the GDPR as having moderately
or significantly impacted their RM practice; as particular issues, they
identified logistics (52%) and increased demands on their time (50%).
Only 4% cited its legal impact.

Cybersecurity issues were acknowledged by 61% of survey partici-
pants, with 38% undertaking specific steps to address these concerns
at their institution, including the use of firewalls (61%), encryption
(39%), new local policies (38%), legal advice (36%), two-factor au-
thentication (33%), and/or revision of their consent form (25%).
Regarding the patient’s perspective, 92% of the respondents
reported that their patients never or rarely voice concerns regarding
the safety of their data when having their CIED remotely monitored
or ask about access to their remotely collected CIED data.

These findings highlight the need for this consensus document to
provide a common interpretation of the GDPR.

Viewpoint of manufacturers and third-
party providers

A questionnaire relating to GDPR and cybersecurity was sent to all
manufacturers of CIEDs available on the European market, as well as
to some third-party providers. All replied with information that was
used to construct Tables 1 and 2. The data showed heterogeneity in
the interpretation and implementation of measures relating to
GDPR, and manufacturers indicated that hospitals specify diverging
requirements for protecting data.

All five companies defined the healthcare institutions as data con-
trollers (Table 7). Most manufacturers, who are based outside the
EU, informed us that they consider themselves only to be data pro-
cessors. Two companies reported that they considered themselves
also to be data controllers; another included physicians as control-
lers. These opinions diverge from the general guidance prepared for
the European Commission and from our legal advice.'®®

All manufacturers of CIEDs report that they apply measures to en-
sure cybersecurity when transferring data from the transceiver to the
server and hospital. They monitor security incidents continuously
and employ methods to defend against denial of service attacks.
Physical security and other environmental controls such as badges
and cameras also serve to protect the RM servers. Independent intru-
sion tests and audits on the adequacy and effectiveness of these
measures are obtained and used to adapt security systems when
required.

Third-party providers of monitoring and reporting systems which
were contacted for our survey, collect RM data from different
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Table 2 Survey of third-party providers of remote monitoring of CIEDs

Question

Employee access to PPD

How is access to PPD controlled internally?

Do employees who have access to PPD
have to undergo testing of knowledge/
certification regarding GDPR?

Cybersecurity

How is access to PPD that is stored on serv-

ers controlled?

Please check off which measures are in
place to protect your remote monitoring

system from unwillingly disclosing PPD

Have you ever experienced cyberattacks

(and approximately how many times)?

Has the cybersecurity of your European-
based remote monitoring system ever
been breached?

Regulatory aspects

Does your company consider hardware se-
rial numbers to be PPD?

In which country(ies) is (are) the server(s) that
store(s) the PPD from your European-
based remote monitoring systems

located?

Who owns the PPD collected from your
European-based remote monitoring
systems?

Who does your company consider to be
the data controller for the PPD collected

from your remote monitoring system?

Does your company ask patients to sign an
informed consent, allowing your company
to collect PPD coming from your remote

Proprietary server (3):
® Process to set up users, 24/7 audit and monitoring
® For every new access to the PPD a form must be filled and an approval by the executive management
must be done, with traceability of access and limited time/scope.

Access is only granted to authorized people. PPD is stored in secure locations requiring specific
authorizations.

VPN service (2):

® All data are stored on the HCP’s server, who has the responsibility to give the company and employ-
ees access to their network and information. The only contact with PPD data could be during service
or maintenance tasks performed onsite or via remote login to the server of the HCP.

® Training only (2)

® Testing (3)

They also sign an IT charter/commitment (1)

VPN of customer’s server (2)
VPN of company’s cloud-based server (1)
Company server with 24/7 audit and monitoring, SOC2 compliant (1)

VPN of customer’s server OR cloud-based company server (1)
Encryption (3)

Two-step authentication (2, under development 1)

Firewalls (3)

Load balancers (2)

DDoS detection (3, and according to Microsoft Azure security measures 1)
Other: vulnerability tests (1)

Not applicable (customer server): 2

® No (3)

® No significant attack (except thousands countered DDoS common on cloud-based systems) (1)
® Not applicable (1)

No (4)

Not applicable; It is a customer responsibility

Yes (2)

No (2)

Not applicable; It is a customer (healthcare institution/hospital) responsibility

Not applicable (2)

France (2)

UK for UK-based customers (1)

AWS cloud in Frankfurt, Germany (1)

Remote support PC to access the HCP server are located in Germany (1)

The PPD collected is the patients’ property but physicians using the platform are considered the data
controller.

The Hospital

Physician only (1)

Physician + Healthcare institution (1)

Healthcare institution (1)

Not applicable; It is a customer (healthcare institution/ hospital) responsibility (2)

Yes (1)

No (3): it is the clinic or hospital’s responsibility to collect informed consent from patients

Not yet but being processed (1)

Continued
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Table 2 Continued

Question

monitoring service? If yes, could you
please provide it to us?

Is the geolocation of the patient collected and Yes (1)

stored by your company? No (4)
Impact of GDPR
To your knowledge, how many patients None (5)
have contacted your company regarding
issues related to GDPR?
Please grade how GDPR has impacted the None (2)

functioning of your remote monitoring plat-

form. How?
Please grade how GDPR has impacted your None (2)
business analytics. How? Mildly (1)
Moderately (2)
Please rate how GDPR has impacted the None (1)
daily functioning of your company. Mildly (1)

Moderately (3). Extra measures/functionalities had to be developed to follow GDPR regulations

Moderately (2). New policies and procedures have been developed for GDPR. This has also impacted in-

ternal IT.
Significantly (0)
Extremely (1)

Numbers of replies are shown in brackets.

DDoS, distributed denial of service; GDPR, General Data Protection Regulation; HCP, healthcare provider; IT, information technology; PC, personal computer; PPD, private pa-
tient data; SOC2, Service Organization Control 2; SSL, Secure Sockets Layer; VPN, virtual private network.

manufacturers and process it to triage alerts. Five companies pro-
vided replies to our questionnaire (Fleischhacker®, Focuson®,
Fysicon®, Implicity®, and Lindacare®). Their systems either employ
their own servers, or they function entirely on the host’s server,
accessed through a virtual private network connection, or they are
cloud-based. Similar to the CIED manufacturers, there is consider-
able heterogeneity in results of the survey (Table 2). All third-party
providers consider healthcare institutions or/and physicians as data
controllers (and so by default, themselves as data processors).
Reported cybersecurity measures are comparable to those of CIED
manufacturers.

Review of consent forms
The GDPR states that any person who allows their individual data to
be shared (the ‘data subject’) should receive fair and intelligible infor-
mation regarding the kind of individual data shared, and also the
names of the recipients (Article 13.1.e). In Europe, it is common prac-
tice in most institutions to obtain informed consent for RM using
forms created and provided by the manufacturers, rather than forms
made by each institution. Consent should be obtained by the data
controller; it can be obtained by one controller also on behalf of a
joint controller (or another independent controller) when that is
made clear to the subject and when that procedure has been speci-
fied in the contract between the controllers.

We reviewed informed consent forms from the five CIED manu-
facturers that were distributed by cardiologists and hospitals during

January and February 2019. Members of the Task Force provided the
forms used in their own institutions and countries, and forms from
other countries were obtained with the assistance of members of
their national Cardiac Society. In total, 72 information sheets and
consent forms used in 16 European countries were obtained and ana-
lysed systematically with respect to 20 criteria related to RM and
storage of data, partnership, rights, data access, use of data for other
purposes, anonymization, and legal responsibilities (Table 3).
Consistency of approach between countries for each manufacturer
was assessed by comparing their versions in different languages.

In most cases, the written information provided in consent forms
was unclear with respect to how the data collected by RM are han-
dled. One company did not define how many partners would have
access to the data, while the other companies cited variable
numbers. The party responsible for the data was not defined by
one manufacturer and designated as both the physician and the
hospital by the others. None defined clearly who should be con-
sidered the ‘data controller’; specific responsibilities of each
company regarding the data were not defined. Regarding storage
of the data, no details were provided by two of the manufacturers.
In four manufacturers’ forms, the rights of the patient were not
clearly explained; according to two manufacturers, the patients
would not have access to their own data or be able to withdraw
their consent.

In most cases, the duration of the contract was not defined; four
manufacturers did not state for how long the patient’s data would be
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retained. Four manufacturers stated that any data used for research
would be anonymized. Only one form described any technical limita-
tions of RM. No links to websites or sources of further information
were provided. In all cases, the informed consent varied within each
company between languages and countries, regarding structure,
readability and content. For example, one company disclosed in the
information provided in one country and language, where the
patient’s data would be stored, but it did not provide the same infor-
mation in its forms used in other countries.

This analysis of documents from 16 countries may not reflect
the situation throughout Europe. Until the GDPR was imple-
mented, each country had to adopt its own methods to meet the
requirements of the previous EU Directive. It is possible that
some companies were still in the process of revising their consent
forms and that some hospitals had not integrated the most recent
versions in their daily practice. Some healthcare providers may
be using informed consent forms created by themselves after
discussion with each company. Some companies may have modi-
fied their consent forms since the review conducted by this Task
Force was performed.

We have not determined how the readability of the consent forms
relates to the average educational level and literacy of patients in
each country, but most forms use some technical language without
detailed definitions. None uses drawings or illustrations to explain
the RM. Some forms include sections printed densely in very small
fonts that are unlikely to be legible to many older patients who re-
quire CIEDs; we found lettering as small as five points (1mm) in
height, provided by one company but only in the versions of its form
used in selected countries. If these issues are common and patients
have a limited understanding of what they are asked to sign, then it
could be argued that their consent is invalid.

In the construction of a generic information sheet and sample
consent form for RM, this Task Force included advice from CIED-
patients.

Cybersecurity and remote
monitoring of cardiac implantable
electronic devices

As implantable medical devices have evolved, manufacturers have re-
duced their size and weight, and now these devices rely critically on
software to carry out their functions and they have become more
interconnected. While cybersecurity is not the principal focus of this
report, it is important for physicians to have some basic understand-
ing of the main issues, especially because they have to discuss RM
with their patients when they seek consent. Some basic terms relat-
ing to the cybersecurity of personal data are defined in
Supplementary material online, Appendix S3. A Medical Device
Coordination Group Document from the European Commission
provides comprehensive guidance for manufacturers so that they can
meet stringent security requirements when designing implantable
medical devices.”’

Current CIEDs contain a radio interface enabling wireless commu-
nication with external device programmers or base stations, thereby
allowing the telemetry of data and the non-invasive reprogramming

of device settings. These provide many benefits for patients but the
increased amount of software and interfaces on CIEDs significantly
broaden their attack surface and expose them to new threats.”®
Recent studies by security researchers have demonstrated that it is

29-35

possible to exploit both the wireless interface and the analogue

interface® (the sensors and actuators inside the CIED) to execute
attacks against implanted medical devices including CIEDs.?* "% To
date, wireless attacks are more relevant since they are easier to
launch, while analogue attacks can only be conducted successfully
from a distance up to 5cm in certain conditions that are difficult to
be met in practice.>®

Regarding wireless attacks against CIEDs, there have been several
reports of serious security weaknesses in the proprietary (non-stan-
dard) wireless protocols used by external devices to communicate
with CIEDs.>*" These studies include practical demonstrations of
how to exploit these vulnerabilities through in vitro yet realistic labo-
ratory experiments. While there have been no known in vivo attacks
against patients so far, attackers could easily exploit the wireless na-
ture of the communications between the patient’s CIED and the ex-
ternal devices, not only to intercept the transmitted data but also to
send maliciously crafted messages to the patient’s CIED. The conse-
quences of such attacks could be significant for patients, potentially
compromising their privacy or modifying the functions of their device.
As a consequence of these reports, a safety communication was is-
sued by the Food and Drug Administration in the USA in March
2019, alerting users to cybersecurity vulnerabilities because a teleme-
try protocol did not use encryption, authentication, or
authorization.”’

One important lesson to learn from the published studies is that
CIED manufacturers typically rely on keeping the specifications of
their wireless protocols secret, as their only means to provide ‘secu-
rity’.282° This (insecure) approach is known as ‘security through ob-
scurity’ since it assumes that attackers who do not have access to a
protocol’s specifications will be unable to learning its inner workings.
Several researchers, however, have shown that generally proprietary
protocols can be broken without prior knowledge, thus rendering
them fully insecure. The only solution to protect the data transmitted
between the patient’s CIED and the external device is using cryptog-
raphy with other measures.*® Cardiac implantable electronic device
manufacturers can migrate from their weak, insecure proprietary
protocols to strong security solutions that have been well scrutinized
by security researchers, and then use these solutions according to
standard security guidelines.

International comparisons

Remote monitoring has become standard of care in the USA for
patients with CIEDs since the publication in 2015 of a consensus doc-
ument by the HRS."> Between 2006 and 2010, approximately 50% of
US patients with CIEDs capable of RM were actively monitored in
this way*” and that proportion is increasing. Lack of use of RM relates
mainly to the local practice environment rather than to individual pa-
tient characteristics.

The timing of initiation of RM and education of the patient and
caregivers varies between institutions. Patients typically receive the
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remote transceiver at the time of hospital discharge following the im-
plant surgery or at their first post-operative visit. Educational
information is provided to the patient and caregivers to ensure
that they understand the benefits and limitations of RM, how to
set up the transceiver, that their physician or another healthcare
professional will contact them if a significant abnormality is
detected, and what the arrhythmia service expects of them to en-
sure that the collaboration is effective. While obtaining a signed
informed consent form is not mandatory in the USA before start-
ing RM, the HRS has created a patient information sheet that clin-
ics may use to aid this effort.*°

Unless patients ask about the pathway for flow of their data, the
companies or other entities involved in collecting, transmitting or
storing their data will not typically be discussed. Healthcare providers
and patients in the USA are focused on implementing RM effectively
and to date, they have not demonstrated significant concern or ap-
prehension regarding protection of the data generated by their CIED
and then shared across the internet. There is official guidance™' but
manufacturers often do not include details about cybersecurity in
their product summaries.*

Principles of informed consent

The primacy of the ethical principle of respecting each patient’s au-
tonomy was enshrined by the most recent revision of the
Declaration of Geneva by the World Medical Association.*® Patients
must be given as much information as they wish or need to have in
order to make informed decisions.** The European Data Protection
Supervisor has stated recently that consent as the legal basis for proc-
essing data according to the GDPR ‘must be freely given, specific, in-
formed, and unambiguous’.* For consent to be valid, information
should be given in language that is readily interpretable by patients
who have no special medical or technical knowledge, and in a format
that is easily legible. Evidence from a cardiology study suggested that
often this is not the case,*® and our review has revealed similar diver-
gences from optimal practice.

Insights from behavioural science can guide us.*’ To achieve effec-
tive and good-quality decision-making by the patient, the doctor or
other healthcare professional must be involved in the discussion.*®*’
In general, engaging the patient in making decisions leads to better
clinical outcomes.>® Anxiety can be reduced and the recall of infor-
mation increased if patient decision aids are used;’' for example
patients who underwent cardiac catheterization were less anxious
and better informed if they were randomized to receive information
in a pictorial format.>>

In the specific context of CIEDs, further research would be valu-
able to explore how well patients understand how their devices are
monitored and how their data are transmitted, processed and shared.
A recent study showed that patients received less knowledge than
they expected and wanted.*” One model that suggests how the pro-
cess could be improved is that of dynamic consent, meaning that the
patient can give consent for different components of their care in
separate stages and at different times, under their own control and
with access to additional information if and when they wish it; the
model is described as seeing patients as ‘partners’ rather than as ‘sub-
jects'>® Finland is one interesting example, where patients have

secure access via the internet to all their healthcare records in the
Patient Data Repository, and each citizen has to consent how their
data can be shared between various healthcare units.>* The ethical
principle should be that the patient controls their own data, and gives
access implicitly when consulting a physician or other healthcare pro-
fessional but explicitly for any other purpose.

Recommendations

A thorough understanding, not only of their technical functions but
also of the regulatory framework applicable to medical devices is es-
sential for the delivery of state-of-the-art care and for compliance
with the current GDPR. Physicians and healthcare providers should
also be aware of vulnerabilities and of general strategies for enhancing
cybersecurity.>®

Manufacturers of CIEDs may not need, and may not want to ob-
tain, personalized data but they must collect device performance
data. It is therefore recommended that manufacturers should always
collect and process the minimum amount of identifiable data neces-
sary, and wherever feasible have access to pseudonymized data only,
traceable when required to a linked unique device identification
(UDI). For certain technical analyses, fully anonymized data will be
sufficient.

In the view of this Task Force, consensus recommendations need
to be developed concerning which data are collected and exchanged.
European Heart Rhythm Association is collaborating with the Heart
Rhythm Society and manufacturers to develop compatible proto-
cols.*® The following recommendations relate specifically to the
requirements of the EU GDPR, the cybersecurity of CIEDs, and the
implications for obtaining informed consent:

Interpretation and implementation of
the General Data Protection Regulation

(1) Manufacturers are data controllers if they establish the objectives
(‘purposes’) for RM of their devices, if they determine which data
should be collected, and if they develop the methods (‘means’) for
obtaining those data. They may also act as data processors when
analysing and storing the data collected, but they are not only pro-
cessors on behalf of hospitals because of their roles in determining
the objectives and methods of RM.

(2) Hospitals are also data controllers since they determine the clinical
indications for collecting data remotely from CIEDs, the details of
the procedure, and which data are collected and analysed from indi-
vidual patients.

(3) The Task Force recommends that only hospitals should be capable
to convert pseudonymized device data into patient-specific infor-
mation. Physicians and other healthcare professionals employed by
the hospital review the data provided by the manufacturer or third-
party provider; they may then implement any indicated clinical deci-
sions, they may store the data, and they can initiate and conduct sec-
ondary analyses of the data.

(4) The most appropriate model is that of two joint controllers. This
requires a legal contract between the joint controllers that specifies
their respective responsibilities and liabilities. A model framework
for a contract is available as Supplementary material online,

Appendix 54.
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(5) Independent cardiologists who are self-employed need to be con-
sidered as data controllers if they work in private practice or as pri-
vate/independent practitioners in a hospital.

(6) Third-party providers are data processors if they function under
delegated authority from a data controller to collect, analyse, and
transmit data acquired from RM of CIEDs. An agreement between
the controller and the processor must be drafted; topics to be men-
tioned in the agreement are given in Supplementary material online,
Appendix S5.

(7) Specific guidance is needed from the European Data Protection
Board concerning the balance between the requirements of the EU
Data Protection Regulation (allowing patients individual control of
their own data) and the requirements of the EU Medical Device
Regulation (requiring manufacturers to undertake surveillance of
their high-risk medical devices). Legal guidance from the European
Commission could clarify issues relating to the use of personal data
from medical registries and clinical databases, for secondary re-
search. A preliminary opinion from the European Data Protection
Supervisor on data protection and scientific research, published in
January 2020, states that further work to develop codes of conduct
is required.®

Cybersecurity

(1) Manufacturers should implement secure encrypted communication
protocols between an implanted CIED and its local transceiver.
Manufacturers should disclose in general terms what security meas-
ures they take.

(2) Al data transferred via the internet or cloud to manufacturers,
third-party providers, and hospitals, should also be encrypted or se-
cured by any other means.

(3) The European Commission should establish and support an Expert
Laboratory to conduct vulnerability testing of internet-enabled
medical devices, according to the provisions of the EU Regulation
on Medical Devices.

Informed consent

(1) The Task Force recommends that obtaining consent both for the
implantation of a CIED and for its RM should be initiated as a single
procedure, and optimally before the device is implanted. This should
be the responsibility of the hospital, which should retain a copy of
the consent form.

(2) Information for patients must be provided in non-technical terms in
their native language. The description of the implant and its moni-
toring must be readily interpretable by people with average literacy.
Infographics are better understood than large bodies of text. Small
font sizes must not be used.”’

(3) Information provided to patients should include how their data are
transmitted, how safety of the process is ensured, and with whom
and for what purposes the data are shared. The information pre-
pared by manufacturers for patients in the Summary of Safety and
Clinical Performance®® that will now be available for every high-risk
implantable medical device including CIEDs should include details of
remote monitoring.

(4) A generic information sheet and sample consent form is available as
Supplementary material online, Appendix Sé6. This can be customized
for specific local requirements or for particular devices and new
technology, but it will always be important to explain RM in simple
non-legal language and to provide answers to all frequently asked
questions.

(5) Patients should be allowed to access their own data collected by
RM. Manufacturers should investigate with hospitals how this could
be provided, perhaps using a common portal that could also be
used for dynamic consent.>” The draft European Strategy for Data
states that there is a lack of tools for empowering individuals in
enforcing their rights under the GDPR, such as ‘web-based interfa-

ces for requesting access to personal data’.*°

Supplementary material

Supplementary material is available at Europace online.
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